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Abstract

We study endomorphism rings of principally polarized abelian surfaces over finite
fields from a computational viewpoint with a focus on exhaustiveness. In particular, we ad-
dress the cases of non-ordinary and non-simple varieties. For each possible surface type, we
survey known results and, whenever possible, provide improvements and missing results.

1 Introduction

Let A be a principally polarized abelian surface defined over a finite field IF, . Irs endomor-
phisms defined over the base field form a ring End]Fq (A); the corresponding endomorphism
algebra Q ® End]Fq (A) is a division algebra with center Q(7r), where 7z denotes the Frobenius
endomorphism. Tate [|66] shows that the endomorphism algebra of an abelian variety uniquely
identifies its isogeny class. The ring End(A4) of endomorphisms of A4 defined over the algebraic
closure F 4» Which we seek to compute, is sometimes strictly larger than Endy, (4) (62, Theo-
rem 2.4]. This ring is an order in the division algebra X' = Q ® End() stable under complex
conjugation and containing Z[ rt, 7T |, where T = ¢ / 7.

Endomorphism rings of abelian varieties are finer-grained invariants than endomorphism
algebras. Their computation allows one to efficiently partition isogeny classes into smaller com-
ponents, making them highly relevant to both computational number theory and cryptography,
with numerous applications, including the evaluation of the hardness of the discrete logarithm
problem [34}[11] and the computation of class and modular polynomials [[64}10}65].

We consider two effective variants of this problem.

Problem 1.1. Given a principally polarized abelian surface defined over a finite field, obtain
an abstract representation of its endomorphism ring, that is, a canonical division algebra (such
as Q[x]/(x* + Ax* + B) in the simple, ordinary case) isomorphic to the endomorphism algebra
together with an explicit subring isomorphic to the endomorphism ring.

Problem 1.2. Given a principally polarized abelian surface defined over a finite field, obtain an
explicit generating set of endomorphisms which can be efficiently evaluated.

Both problems can be related through an explicit embedding K’ — @ ® End(A4) where K
is a division algebra which depends only on the isogeny class [66]]. Here, our efforts focus on
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Table 1: Types of abelian surfaces and associated endomorphism rings, where @ denotes an
order in a CM-field, 2 a maximal order in the quaternion algebra @ 100 and ais an ideal. See
the relevant sections for details.

Let p denote the characteristic of the base field, such that we have g = p” for some positive
integer 7. For an abelian variety of dimension g, the p-torsion of A satisfies A p| ~ (Z/ pZ)"
where the integer 0 < 7 < g is called the p-7ank of 4 and is denoted by 7(A). The p-rank is
invariant under isogenies and satisfies 7 (Ax B) = r(A)+ r(B) for every pair of abelian varieties
Aand B over F ” Abelian varieties of p-rank ¢ are called ordinary and form the generic case:
the moduli space of ordinary abelian varieties of dimension g has dimension g(g +1)/2,
which is also the dimension of the entire moduli space of abelian varieties of dimension g. In
contrast, abelian varieties whose p-rank vanishes are said to be supersingular.

Abelian varieties of dimension ¢ = 1 are known as elliptic curves and are either ordinary
or supersingular. Their endomorphism algebra is an imaginary quadratic field in the ordinary
case and a quaternion algebra in the supersingular case. Computing their endomorphism rings
was first addressed by Kohel [42]] who provided explicit algorithms of exponential complexity.
In the ordinary case, this was improved to subexponential-time algorithms by Bisson and
Sutherland [[7}/4] and, more recently, to a polynomial-time algorithm by Robert [[58]]. In the
supersingular case, state-of-the-art algorithms remain of exponential complexity [22}26|[55].

Abelian varieties of dimension ¢ = 2 are known as abelian surfaces and their p-rank is
cither 0, 1, or 2. Abelian surfaces of p-rank 2 form a strata of dimension 3 of the moduli
space; those of p-rank 1 and 0 form a strata of respective dimension 2 and 1, see [28} Theorem
2.3]. Methods for computing their endomorphism rings were designed only in the ordinary
and absolutely simple case, first by Eisentriger and Lauter [23] who described an algorithm
of exponential complexity in log(g) and later by Bisson []3] who obtained a subexponential
algorithm.

Our contribution. Wk classify abelian surfaces according to their p-rank and whether they
are absolutely simple. Tablc enumerates all cases, each of which will be the topic of a specific
section.



The nature of the results we obtain varies with the type of surfaces. This article’s first
objective is to survey the literature and, whenever possible, to improve upon the state-of-the-
art or to fill in missing details. In particular we prove the existence of a general algorithm to
solve problem In the case of simple surfaces of p-rank 1 we show that known methods can
be applied and, in the case of non-simple surfaces, we presents new algorithms to compute the
associated elliptic factors.

Our algorithms vary in efficiency. Nevertheless their existence holds intrinsic value, as they
contribute to a deeper understanding of the landscape and open avenues for further refinement
and exploration.

Sectioncontains preliminaries on representing surfaces and computing basic invariants.
Section answers the problem of theoretical computability of endomorphism rings and, in
particular, of generic endomorphism testing. Scction@ tackles the case of simple surfaces and
discusses the lattice of orders, a classical challenge towards problem Section|[5|deals with
non-simple surfaces, where the situation demands a more nuanced approach; in particular, we
describe two distinct algorithms to find elliptic subcovers. Sectionﬁnally considers the par-
ticular case of surfaces with extra automorphisms, where elliptic factors can be explicitly given.

2  Preliminaries

2.1 Representing abelian surfaces and their endomorphisms

Unless otherwise specified, all abelian surfaces are implicitly assumed to be defined over a fi-
nite field and endowed with a principal polarization. We represent them differently depending
on their type as per the following theorem.

Proposition 2.1 ([69} Satz 2]). Every principally polarized abelian surface is either the Jacobian
variety of a genus-two curve or the product of two elliptic curves with the product polarization.

For simple surfaces, we rely on the representation given by the celebrated theorem below.

Theorem 2.2 ([69] and [1} Section 5.10)). Let A be a principally polarized abelian surface
defined over a finite field F,. If A is simple over the quadratic extension ¥ », then Ais F -
isomorphic to the Jacobian of a projective smooth curve of genus two.

Non-simple surfaces are either:
e isomorphic to a product of isogenous elliptic curves;
e Jacobian varieties of algebraic curves which are not isomorphic to such a product.

The endomorphism ring of a product of two elliptic curves E; and E, satisfies
End(E H EE
End(EI XEz): n ( 1) om( 2 l)

Hom(E, E,) End(E,)

and its computation is thus reduced to computing their individual endomorphism rings as well
as an isogeny between them which may be obtained using the methods of [27]). For surfaces A4
not isomorphic to such a product, the first step is to identify two elliptic curves E,, E, and an
isogeny 4 — E, x E,. This is addressed in Section|[5.3}

Henceforth, we thus focus on surfaces given as the Jacobian variety of a genus-two curve
for which points can be represented in Mumford coordinates [[50] and the group law computed
using Cantor’s algorithm [13]. This representation can be extended to non-simple abelian



surfaces which belong to the isogeny class of a Jacobian variety: such surfaces A4 can be rep-
resented as a couple (¢, C') whereby ¢ : Jac(C) — A is an isogeny. Note however that this
representation excludes some non-simple abelian surfaces [30, Theorem 1].

Separable isogenies of simple abelian surfaces and, in particular, their endomorphisms, may
be represented by their kernel since they are finite; from a kernel, the corresponding isogeny
can be efficiently evaluated using Vélu’s formulas [|67]] and later improvements [2]. Isogenies of
non-simple abelian surfaces are represented more naively as algebraic maps given by tuples of
rational fractions.

2.2 Computing basic invariants

Let A = Jac(C) be the Jacobian variety of a genus-2 hyperelliptic curve C defined over
afinite field F, where g = p”. Let

Flt) =t +a,? +a, P +qat + 47 € Z[¢]
denote the characteristic polynomial of its Frobenius endomorphism 7z and set
Ai=a —4a, + 84, 8 i=(a, +2q) —4qa;.

We can determine whether 4 is absolutely simple from the coefficients of f; using [32,
Theorem 6]. Moreover, the variety A4 has p-rank two if and only if p 4, and A is not a square
in Z; it has p-rank one if and only if p } 4,, v, (ay) > z, & is not a square in ZP and A is not
a square in Z; see 47, Theorem 2.9].

We note that, alternatively, the p-rank can be determined by looking at the splitting pattern
of p in the CM-field K and by the method of [51]).

We will sometimes also use the 2-number which is defined as 2(4) = dim Homy, (2, 4)
?

where o, is the only local-local group scheme over F,. See [24, Lemma 2.2] for its explicic
computation.
Henceforth, we denote by A ~ B the fact that the abelian varieties 4 and B are isogenous.

We denote by R ~ R the fact that the groups or algebras R and R’ are isomorphic.

3 Computability of endomorphism rings

Here we present two generic methods for computing endomorphism rings of abelian
surfaces. They are of theoretical interest merely because they prove their computability in
the general case. However their time complexity are prohibitive and subsequent sections will
present specialized methods which achieve better complexities for each subcase.

3.1 Generic endomorphism testing

We borrow the following definition from [71] and refer the reader to [70] for a more
precise statement.

Definition 3.1. Lez ¢ : A — B be an isogeny between two abelian varieties defined over
a finite field F 4 An eflicient representation of @ with respect to a given algorithm is some data
D, €{0,1}" such that, on input D, and P € A(F ), the algorithm returns the evaluation o(P)
in polynomial time in length(D ) and logq.

We denote by a' the Rosati involution of an endomorphism « of an abelian variety 4.
This yields a positive definite bilinear form on End(4) defined by (2, 5) = tr(a o 7). The

quadratic structure is computationally available thanks to the following lemma.



Lemma 3.2. Ler A be a principally polarized abelian surface. Given two endomorphisms a, /67 c
End(A), an efficient representation of & and ﬁ t and an integer D such that <0{, af), < ﬁ , /6 > <D,

one can compute
(. ) = (e 5)
in polynomial time in the length of the input.

Proof’ This is inspired by 56, Lemma 7], which itself follows a strategy similar to Schoof’s
point counting algorithm. The trace of an endomorphism is the trace of its action on the Tate
module 7,(A) for any prime £. Thus the action of @ 0 5" on A[¢] reveals tr(e 0 57) mod £.
Since | tr(r 0 81| < D, it is sufficient to evaluate the action of 2 0 5T on A[¢] for small primes
¢suchthat [ ], ¢ > 2D, then recover (a’, ﬁ ) with the Chinese remainder theorem. O

Definition 3.3. A good representation for an isogeny ¢ : A — B is a triple (7, r1, D) where
7 is an efficient representation of ¢, rtisan efficient representation of ng = /1/_41 o gpv o Ag,
where A jand Ay denote the respective polarizations of A and B, and D is an integer such that
tr(p o o) < D.

Remark 3.4. Let ¢ be an (¢, £)-isogeny. Its kernel K C A[L] is an efficient representation of ¢.
Furthermore, the (£, £)-isogeny o has kernel o(A[€)). We deduce that (K, ¢(A[£]), €) is a good
representation of ¢.

Per Lemma given a good representation for , ﬂ € End(4), one can compute {a, /67>
in polynomial time in the length of the input.

Proposition 3.5. There exists an algorithm which, given a collection of endomorphisms o =
(@;)'_, € End(A) in good representation, outputs a good representation of a basis of spanQ(a') N
End(A). In particular, if o bas full rank, the output is a basis of End(A).

Proof. From Lemma|3.2} one can compute the Gram matrix G = ({(2;, 2, N, ; forany collec-
tion . Up to selecting a subset, we can assume the o; linearly independent, hence G is of
dimension and rank 7. Let § = span, (@) and R = spang(@) N End(4). We have § C R, and
[R: S]=vol(S)/ vol(R) (where the volume is with respect to the scalar product (—, —)). We
have vol(S)? = det(G) € Z, and similarly, vol(R) € Z since (—, —) is integral on End(4). In
particular, [R : §]* is a divisor of det(G). The algorithm then proceeds as follows. For each
prime £ whose square divides det(G):

(Step 1) Let L C S be a list of representatives of the finite quotient S /£5.

(Step2) For each /6 el, ifﬂ(A[f]) =0, then we have ﬂ/f € R, we find a basisof S +Z - ﬂ,
and update S and G accordingly to correspond to this larger ring. Return to

with the same prime £.

(Step 3) Ifno B with B(A[€]) = 0 was found we have £ 4 [R : §] (i.c., we have reached maximal-
ity locally at £), return to[(Step T)|with the next prime £.

Termination follows from the fact that upon each return to[(Step 1)} either [R : §] has been
divided by a factor € (which can only happen finitely many times before reaching [R : §]= 1),
or one progresses forward in the list of prime factors of det(G'). Correctness follows from the
fact that for each ¢, one eventually reachcs at which point [R : §]is guaranteed not
be be divisible by £ anymore; so once the list of prime factors of det(G ) is exhausted, we get
that [R : S| has no prime factor, hence [R : S§]=1. O



Note that, the list L computed in|(Step 1)|is of exponential length in log(¢) and hence
in the input size. Testing whether B(4[¢]) = 0 in|(Step 2)} when done naively, is also of

exponential complexity.

By Proposition[3.5] it only remains to prove that there exists an algorithm that produces
a full-rank collection of endomorphisms of 4. One can compute the rank of any collection as
the rank of the Gram matrix. Since the rank of End(4) ® Q is known, there is an algorithm to
check whether a collection has full rank.

Theorem 3.6. There exists an explicit algorithm that, given a principally polarized abelian surface
Adefined over a finite field ¥, outputs a basis of its endomorphism ring End]Fq (A).

Proof’ At this point, we are only concerned with showing that Endy (4) is computable, with
1

no concern for efficiency. We therefore propose the following naive strategy. Given a principally
polarized abelian surface 4, exhaustively enumerate all endomorphisms of 4 by enumerating
all possible maps (as tuples of rational fractions of increasing degrees) and testing which are
indeed endomorphisms (e.g., testing that the maps indeed send A to itself using Grébner bases).
This results in a sequence (@;)?_, such that Enqu (A) = {a,},, and the algorithm generates

cach ¢; in that order.

From any initial sequence («; )”_,, one can compute the corresponding Gram matrix, and
abasis of the lattice it generates. The main difficulty is in deciding at which 7 to stop (i.c., when
spany(a,)7_, = Enqu (A)). This is where Proposition [3.5|comes in: it is sufficient to reach

a point where rk(span,(@;)”_,) = tk(span,(Endy (A))), and the algorithm of Proposition
q

takes care of the rest. The quantity rk(span, (2, )7_ ) is the rank of the Gram matrix, computable
by Lemmal3.2| The quantity tk(span,(Endg (A))) is the rank of the endomorphism algebra,
q

which can be computed in polynomial time. O

Note that all endomorphisms are defined over extensions of the base field of bounded
degree (62} Theorem 2.4]. Therefore, to compute the ring End(A) of endomorphisms defined
over the algebraic closure, one only needs to run the above algorithm over a bounded extension

of the base field.

3.2 Lifting to characteristic zero

Several algorithms have been designed for the computation of endomorphism rings of
abelian varieties defined over a field of characteristic zero [[12, |18} }44]] and have been used
to verify the correctness of the endomorphism data in the Z-functions and modular forms
database (LMFDB) [43] which contains 66, 158 curves of genus two with small minimal
absolute discriminant as of February 2025.

Since abelian surfaces of positive p-rank defined over finite fields admit a canonical lift [45],
the computation of the abstract structure of their endomorphism rings may be transported
to characteristic zero. Nevertheless, the computation of such canonical lifts is exponential in
log(p) [159}146,60]; furthermore, it is unclear whether characteristic-zero methods for com-
puting endomorphism rings yield better overall complexity than their finite fields counterpart
as we are unaware of rigorous complexity bounds for those methods.

Note that, one could avoid the computation of the canonical lift, by taking any lift of the
curve with extra endomorphisms [[52]] and thus obtain the right order up to an index a power

of p (see Corollary 6.1.2. in [29]).

Lemma 3.7. Let A be an abelian variety defined over a number field K and p be a prime of good
reduction of norm p. The reduction map ¢ : End A — End A, is injective and [((End 4) ® Q) N
End 4, : End 4] is a power of p.



Example 3.8. Consider the hyperelliptic curve defined over the field F || by
C:y*=x"+6x° +hxt 420 4 5xP +7x 4+ 2,

Its Frobenius endomorphism 1c has characteristic polynomial t* +10¢2 + 121 and we find that
the order Z[ rt, 77| has index 2° in the ring of integers of the quartic field K = Q(rt).
A lift of this curve which admits extra endomorphisms is

C/:y2+x3y=x3+2;

which is referenced by LMFDB as “Genus 2 curve 5184, a. 46656. 17 The endomorphism ring
of its Jacobian variety is EndQ(JaC(C'/)) = Z[V=2); thus, the endomorphism ring of Jac(C)
contains the order O = Z[ 1, T, V' —2] which has index 2 in the maximal order Oy, This reduces
the possibilities for End(Jac(C)) to just two cases: O and Oy,. By computing (2,2)-isogenies, we
eliminate the case Oy and deduce that End(Jac(C)) = 0.

4  Simple abelian surfaces

Simple abelian surfaces are cither of p-rank 2 (ordinary) or of p-rank 1.

4.1 Simple, ordinary case

When A is ordinary, its endomorphism algebra K = Q(7) is a quartic CM-field, that
is, an imaginary quadratic extension of a totally real number field K. The endomorphism
ring End(4) is an order of K containing Z[ 7, 7| and stable under complex conjugation.
Conversely, all such orders are endomorphism rings, see [68]. In particular, the conductor of
End(A) divides the index v = [0}, : Z[ 7, 7T|] where Oy denotes the ring of integers of K.

Classically, the problem of computing End(4) has been split into two subproblems: first,
to determine whether a given order @ is contained in the endomorphism ring End(A4); second,
to select suitable candidate orders € so as to determine End(4). The latter is covered in
Section[4.1.2} from a high level perspective, it computes the localization of End() locally at
cach prime ¢ dividing the conductor v, from which End(4) is eventually deduced.

4.1.1 Testing candidate orders

Assume a candidate order O of K is fixed and we wish to determine whether @ c End(4)
holds. Depending on the prime ¢ and other factors, we might elect to choose one of the
methods below.

The method of Eisentriger—Lauter [23]. This method exploits the following observation:
let o be an endomorphism of 4 and let £ be an integer coprime to p; then we have o/¢ €
End(4) if and only if A[¢] C ker(a) holds. This can be computed efficiently when the ¢-
torsion subgroup A[¢] is defined over relatively small extension fields. Generically, however,
the torsion A[¢] may be defined over extensions of degree as large as £¢ and the primes ¢
themselves, being factors of v, are only bounded by 24 (2¢ *l)qg 12, This algorithm thus has an
exponential complexity in the worst case.



The method of Bisson [3]. This approach exploits complex multiplication theory and,
more specifically, the faithful action of the polarized class group €(0) of Shimura [[61] on
the set of isomorphism classes of principally polarized abelian varieties with endomorphism
ring 0. The main idea is to construct polarized ideals which are trivial in €(0), to evaluate
the corresponding isogenies, and to check that those are in fact endomorphisms. When we
have 0 c End(4), this is always the case. Conversely, if all principal polarized ideals map
to endomorphisms, one shows [|6]] that the order O is never “far” from being a suborder of
End(A). Applying the method of Eisentriger—Lauter locally at small primes allows one to
overcome this and obtain a full converse. This yields an algorithm of heuristic, subexponential
complexity to determine whether the inclusion @ ¢ End(4) holds.

An abelian variety 4 is said to have maximal real multiplication if its endomorphism ring
End(A) contains O, . In this particular case, assuming furthermore that the narrow class group
of K'* is trivial, Springer [[63] improves Bisson’s method by exploiting the classical class group
instead of the polarized class group. This yields an algorithm which relies on fewer heuristics.

The method of Robert [58]]. Robert exploits Kani’s diamond lemma [39] to obtain
a polynomial-time algorithm testing whether certain maps of elliptic curve are in fact
endomorphisms. Although it is written in the case of ordinary elliptic curves, there is no
obstacle to its generalization to simple, ordinary abelian surfaces. However, this does not
necessarily give a polynomial-time algorithm for computing endomorphism rings, since this
depends on the number of orders to test, a problem to which we now turn.

4.1.2  Ascending the lattice of orders

The general idea of ]3| Algorithm 6.2] is as follows: starting from 0’ = Z[ rt, 7], iterate
over orders O which are directly above O’ (that is, such that @’ ¢ @ and no other order strictly
lies between them); if @ € End(A4), then set @' « O and repeat until there are no more orders
to test; eventually, return End(4) = 0.

For elliptic curves, the CM-field K is a quadratic CM-field. Locally at any prime ¢, its
lattice of orders is thus linear and there is only one order to consider above every given one;
this can be efficiently exploited, see [4; Section 5]. Coupled with Robert’s testing method,
this yields a polynomial-time algorithm for computing the endomorphism ring of ordinary
elliptic curves.

In quartic CM-fields, however, there can be exponentially many such orders stable under
complex conjugation. In particular, this is always the case when ¢ 3 | [O : O]; see [25} Lemma
5.3]. One may try to limit the number of orders to test by first computing the real part of the
endomorphism ring.

Denote by K the maximal totally real subfield of K, let 0 = End(A) andlet O, = ONO...
Note that &, can be computed in polynomial time, as K™ is quadratic and therefore its
lattice of orders is linear locally at each prime €. Let 07 be the largest order in O such that
o*nN Oy = O, which exists as a consequence of the following lemma.

Lemma 4.1. Fori = 1,2, let O, be two suborders of Oy, stable under complex conjugation such
that O, N\ Oy = O,. Locally at any prime € % 2 we have (0, + 0,) N Oy, = 0.

Proof’ Letx € (0, + 0,)N Of,. Wehave x = x, +x, e Rwithx, € 0.. Thus2x =x + x =
X +F +x+%€(0,N0)+(0,N0)=0,. O

We thus have the inclusions of orders displayed in Figure[l]
However, the result below, which is a generalization of 25| Lemma 5.3], shows that there
are still exponentially many orders within the resulting bounds for End(A).
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Figure 1: Inclusions between orders in a quartic CM-field and their intersections with the
totally real subfield.

Lemma4.2. LetK beaquartic CM-field; denote by K+ its totally real subfield. Let O be an order
in K stable under complex conjugation o. Let € be an odd prime. The number of orders which are
stable under complex conjugation, contained in O NK ™+ + €0 and containing O NK* + €0, is
greater than {.

Proof. These orders correspond to submodules over F,[{1, o} ] of (O NK* +£0) /(O NK* +
¢20). By Maschke’s theorem, F,[{1, o }] is semisimple: it admits two absolutely irreducible
modules, 7, and 7, each of dimension one over IF,. Thus, the quotient above is isomorphic
toV. f * @ V" where . and 7z_ are non-negative integers whose sum equals the dimension of
the quotient, that is, two. Since the action of ¢ on ¥_ is nontrivial and it stabilizes the direct
sum, the integer 7_ is even. Thus, one of 7z, or #_ equals two and the corresponding module

V" has % = { + 1 submodules. O

We conclude that classical methods for computing the endomorphism rings by ascending
the lattice of orders cannot have subexponential worst-case complexity in the general case.

4.2 Simple, p-rank-1 case

Recall that p-rank-1 abelian surfaces may be efficiently detected via the following result.

Lemma 4.3 ([51, Lemma 1]). A simple abelian surface A defined over Fq, with q = p”, has
p-rank 1 if and only if the following conditions are satisfied.:

1. the field K = Q(rt) is a quartic CM-field,
2. the prime p splitsin K as p Oy = p,p,p5, where e € {1,2}, and

3. we bave w0} = p’fp;n/z, with e as in Condition (El)

In particular, endomorphism rings of p-rank-1 surfaces are specific orders among those
of ordinary surfaces. The techniques of Section [4.1.2] therefore apply equally to the case of
p-rank-1 surfaces.

To compute the endomorphism rings, these techniques may be coupled with the method
of Eisentriger and Lauter [23] or even of Bisson [3]]. Indeed, by the theory of Shimura and
Taniyama [61]], isogenies between p-rank-1 surfaces correspond to ideals of orders of the
endomorphism algebra. Since this algebra is of the same type as those of ordinary surfaces,



the free action of [3} Section 2], the endomorphism ring testing routine of [3, Section 5], the
resulting method [3} Algorithm 6.2], the main result (|3} Theorem 7.1] and its proof all apply
without and modification to abelian surfaces of p-rank-1.

Example 4.4. Consider the Jacobian variety A of the genus-two curve
3% =23535x° + 6448x° +20387x" +3811x” + 11376x” + 11282x + 21340

defined over the finite field with 36877 elements. It is absolutely simple, has p-rank 1, and
satisfies | Oy« Z[ rt, || = 431 with the 43 1-torsion of A being defined over an extension of degree
5003910. In the ring of integers of K, we have 3 = aa where a is a prime ideal of norm 9. The
element (a,3) is of order 736 in the polarized class group €(Oy,) but not in €(Z[r, 7). We
compute the sequence of 736 isagenies of type (3, 3) corresponding ro the ideal a and land on the
Jacobian variety of a genus-two curve whose invariants are different to that of A. Hence we deduce
End(4) € Oy and therefore End(A) = Z[ 7, 7). The AVIsogenies Magma package S| performs
this computation in just about three minutes overall on a single Intel i5-8365U CPU core.

5 Non-simple abelian surfaces

The endomorphism algebra of non-simple abelian surfaces has dimension greater than
4. Since Q(r, 77) has only dimension 1 or 2, the strategy consisting in ascending the lattice
of orders described previously does not apply, which is why we rely on the more explicit
results below.

5.1 Using coprime isogenies

Suppose we want to compute a basis of End(4). In this section, we prove that this prob-
lem reduces to computing the endomorphism rings of two other abelian surfaces B and C
connected to A by isogenies of coprime degrees. One could thus compute random isogenies
from A with codomain two abelian varieties B and C of which the endomorphism rings are
known or simpler to compute.

Proposition 5.1. Suppose we are given a good representation of isogenies ¢ : A — B and
&+ A — C of coprime degrees, of their duals, and of a basis of End(B) and End(C). Then,
one can compute a good representation of a basis of End(A) in polynomial time in the length of
the input.

Proof Recall that, for any isogeny ¢/ : 4 — B, there is unique isogeny SZ : B — Asuch that

¢ = [deg(¢))]

Let(n;); C End( )Jand (v,); € End(C) be the provided bases. Let 5, = g o7, 0 ¢, and
¢ oy, 0 gﬂ The lattlces in End(4) generated by (3,); and (y;); are Ay = o End(B)o ¢

and Aq = ¢ 0 End(C) o ¢ respectively. We have deg(¢)? End(4) ¢ Ay ¢ End(4), and
deg(¢)*End(4) /\ C End(A). We deduce that [End(4) : Agz] and [End(A) : A ] are
coprime, since deg(gﬂ) and deg(¢) are. This implies Az + A = End(4), hence End(4) is
generated by the union of (53,); and (y;),. From Lemma/3.2| we can compute the Gram matrix
of this generating set, from which we deduce a basis. O

Sometimes we will not have such coprime degree isogenies at our disposal, for instance in
the p-rank 0 and z-number 1 case. Nevertheless, in the case of non-simple varieties, we may
use the following well-known results.
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LemmaS.2. Lets, : A— Bands, : A— C beisogenies. There exists a third isogeny sy : C — B
such that s| = sy5, if and only ifker(s,) C ker(s)).

Corollary 5.3. Let s, : A — B and sy : C — B be isogenies. There exists a third isogeny
5, + A— C such that 5| = sys, if and only ifker(sy) C ker(5) ).

5.2 Structure of the endomorphism algebra

Recall that an abelian variety 4 is non simple if and only if it is isogenous to a product of
elliptic curves over the algebraic closure. The non-simplicity of A can be detected by computing
the characteristic polynomial £, of its Frobenius endomorphism [[32} Theorem 6] and so the
isogeny classes of the elliptic factors follow.

There are three possibilities to consider for the p-rank: 0, 1, and 2. The p-rank can be
computed as described in Section via 47, Theorem 2.9].

5.2.1 p-rank-0 case

Recall the following result from Oort.

Proposition 5.4 (53| Theorem 4.2]). For any given three supersingular elliptic curves E , E,, E,
defined over an algebraically closed field, there is an isogeny E 2~ E xE,.

Fix E a supersingular elliptic curve. Following Oort [[54]}, for every (7, j) € Fi, we denote

by 4; y the abelian surface defined over F ) through the following diagram:

O—)dPM)ExE—)Ai’j—)Q

In the p-rank-0 case, there are two possibilities for the 2-number: 1 and 2.

Proposition 5.5 ([31} Proposition 11.1], restating results from [54]). Let A be an abelian
surface of p-rank 0. We have a(A) = 2 if and only if A~ E x E. We have a(A) = 1 if and only if
A=A, forsomei: j] € IF’I(FP) \ IF’I(]FPZ). Furthermore, if a(A) = 1 then a(A]a ) = 2.

As a consequence, in the p-rank 0 case, the endomorphism algebra is isomorphic to
MH(B, o) In particular, in the z-number 2 case we can solve Problem I.1|since we have
End(E x E) ~ ., (R) where R is any maximal order in the quaternion algebra %, .. The
computational difficulty here is to find an explicit isomorphism or isogeny from A to E x E.
We will address this problem in Section|5.3]

For the remainder of this section, we address the problem of explicitly computing en-
domorphisms in the z-number 1 case. Let 4 = 4, ; ~ (E x E)/(i, j)(«,) and denote by
@ : E x E — A the corresponding isogeny. We have

»-End(E x E) C End(4) ¢ L End(E x E)
?

where 5 € End(E x E) goes to ]l)gp o fo¢ ! andy € End(A4) goes to ]l)gﬂ_l oyog.

w

Given <x Y > € End(E x E) we want to determine whether it is of the form %gpfl oyoy
z

for some y € End(A). To this extent, we use the Lemma together with the following result.
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LemmaS.6. Ifx is an endomorphism, denote by X its dual and let |x| = x o X and tr(x) = x + .
Given x, y, w and z four elements of End(E), we have

A~ A A A 1 0
<x )’><x|w| Zwy Z|)’| i)’ﬁ):(|x||w|+|}/||z|_tr(xzw}l))< >

z w)\Jlz|—wzx wlx|-yx% 0 1

Theorem 5.7. Let A be an abelian surface of p-rank 0 and a-number 1. Its endomorphism ring is

X —ix+un
End(4) ~ {( J > CX, %, U,V € End(E)}.
z —itz+uvm
J

where the fraction J’— denotes the corresponding integer modulo p.

Proof’ Let m = <x )’> € End(E x E). We know that 7 € End(4) if and only if ker ¢ C
z w
ker 72 and

~

Y|z|—wzx  wlx|-yxZ

ker(¢) C ker <55|w| —Zwy 2D —?y@>.

Applying Lemma[5.2]to s; = 7 and s, = ¢, the first condition implies that y and w are of
the form

i i
y=——x+un and w=——z+vr
J J
for some endomorphisms # and v. Then we have y = —§2+ Vu= —;%55+ u'V . Similarly, we

have w = —;—13 + v’V 'Therefore, the second condition always holds if the first one does. [J

5.2.2  p-rank-1 case

First of all, let us recall that if an abelian surface decomposes as a product of an ordinary
and a supersingular elliptic curve, this decomposition occurs on the base field.

Corollary 5.8 ([32] and [47| Corollary 2.17]). Ifan abelian surface A defined over Fq decom-

poses over F ;S the product of two elliptic curves, one supersingular, the other ordinary, then A
decomposes over the base field F .

The following result describes the algebra and the endomorphism ring in the case of p-
rank 1.

Proposition 5.9. Let A/F, be a non-simple abelian surface of p-rank 1. It is isomorphic to
a quotient (E| x E,)/H where E, is an ordinary elliptic curve, E, is a supersingular one, and H
is a finite subgroup. In other words, we have an exact sequence

1-H—E szﬁA—>1
which gives an isomorphism of endomorphism algebras
Q®End(4) ~ Q& (End(E,) x End(E,)).

More precisely, the endomorphism ring End(A) is the suborder of End(E, ) x End(E, ) made of
elements s such that H C kers.

12



Proof’ The decomposition of the characteristic polynomial of the Frobenius endomorphism
implies that we have an isogeny 4 ~ (E,| x E,)/H where E| is an ordinary elliptic curve and E,
is a supersingular one. The rest of the statement follows naturally from the exact sequence. [

As in the previous case, the computational difficulty is finding an isogeny between 4 and

E| x E,; see Section|[5.3}

5.2.3 p-rank-2 case

In this case, the surface 4 decomposes over the algebraic closure as the product of two
ordinary elliptic curves.

Proposition 5.10 ([37]). Non-simple abelian surfaces A/F p of p-rank 2 are isomorphic to
a product E, x E, of two ordinary elliptic curves and their endomorphism ring is isomorphic to

End(E,)  Hom(E,,E,)
Hom(E, E,) End(E,) )

When A is the Jacobian variety of a genus-two curve and has p-rank 2, it is an indecom-
posable variety and, therefore, admits a principal polarization different from the product one.
Therefore, in this case, we have Hom(E,, E,) # 0.

Remark S.11. Since E| and E, are ordinary, computing Hom(E,, E,) reduces to the isogeny path
problem. Indeed, if End(E|) = End(E,), computing Hom(E,, E,) is equivalent to computing the
ideal class of the class group corresponding to isogenies from E, to E,. If End(E,) # End(E,), one
would first compute vertical isogenies from each E; to an elliptic curve E] with endomorphism ring

End(E,) + End(E, ) and the problem is then reduced to the previous case.

5.3 Computing elliptic factors

Let 4 = Jac(C) be the Jacobian variety of a genus-two curve defined over a finite field F ”

In this section, all results are stated over the algebraic closure Fq for simplicity; they can be
exploited effectively by working on the base field and then extending it as necessary : as already
mentioned, all endomorphisms are defined over extensions of the base field of bounded degree
62| Theorem 2.4].

When A is non-simple, we look for its elliptic factors as elliptic subcovers, following the
work of Kani [[35}/39}38}36].

Suppose that C admits a non-constant morphism f : C — E to an elliptic curve E. If f
does not factor over an isogeny of E, then we say that /" is an elliptic subcover of C. Note that
this last condition imposes no essential restriction since every nonconstant f : C — E factors
over a unique elliptic subcover.

A classical theorem due to Picard [[57]] and Bolza [[9]] states that a curve C of genus two
has cither none, two or infinitely many elliptic subcovers. This is in part due to the fact that
the elliptic subcovers occur in pairs: given an elliptic subcover f*: C — E, there is a canonical
“complementary” elliptic subcover /7 : C — E’ of the same degree deg(f) = deg(f”) such

that the induced maps on the associated Jacobian varieties fit into an exact sequence

0 — Jac(E) £>Jac(C) L/) Jac(E') — 0.

Proposition 5.12. Let A be a non-simple Jacobian variety of dimension 2. There exists an (n, n)-
isogeny, preserving the polarization, to a product of elliptic curves with the product polarization.

13



The case in which C has infinitely many elliptic subcovers happens precisely when the
Jacobian of C is F ,7isogenous to £ 2, for some elliptic curve E /F ;- In particular, in the non-
simple p-rank 1 case the eliptic curves E; and E, and the group H in Proposition [5.9]are
uniquely determined and the isogeny 4 — E| x E, is an (7, #)-isogeny.

5.3.1 Bounding the degree and the field of definition of the subcover

A bound on the degree of the isogeny may be derived from the following results.

Theorem 5.13. Let (A, A ) be a principally polarized abelian surface, denote by NS(A, A ) its

Néro-Severi group and let n be an integer. We have a one—to—one correspondence between
o the set of all elliptic subcovers E of A of degree n = deg(E)), and
o the set of primitive classes [D] € NS(4, A ) with invariant A(D) = n*

given by the embedding E — [E] € NS(4, A,).
Forall D € NS(4, ), set g4, (D) =(D.A,)* —2(D.D).

Theorem 5.14 ([38, Theorem 2]). The curve C /F ; has an elliptic subcover of degree n if and
only if the refined Humbert invariant gy, primitively represents n.

Kani focuses on computing ¢y, ) given (E, E’, deg(f')) and on computing how many
curves correspond to a given triple (E, E/, deg(f')). We are instead interested in the opposite
direction: given C, compute the triples (E, E ’ deg(f)), the Humbert invariant ¢ or simply
bounding deg(f). Unfortunately, we are unaware of an efficient algorithm to compute g5, ¢)-
See for example [41]] for a discussion on how such an efficient algorithm could be use to break
different isogeny based post-quantum cryptosystems.

A bound on the fields of definition follows from a bound on deg(f").

Proposition 5.15. Let C [, be agenus-two curve and denote by A = Jac(C') its Jacobian variety.
Let ¢ : A— B be a separable (n, n)-isogeny. Then B is a principally polarized abelian variety
defined over F 4 where

r=n"]] %(€+1)(€2+1)

€ prime

ln
and the isogeny ¢ is defined over F . with s = wr where w = # Aur(C).
Proof. 'The kernel of a separable (7, 7)-isogeny is a maximal isotropic subgroup of 4[], and
hence B is naturally equipped with a principal polarization [21} Proposition 2.1]. The value
of r follows from counting the number of maximal isotropic groups in A[7]. The value of s

is obtained by counting automorphisms of A preserving the polarization, which is equal to

# Aut(C) because C is hyperelliptic. O
Remark 5.16. IfB ~ E, x E, with the product polarization then E, are defined over F e

We now give two methods to obtain elliptic subcovers of a given Jacobian varietity of
a genus-two curve.
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5.3.2 First method: finding (7, #)-isogenies to a product of elliptic curves

According to Proposition in the non-simple case there are (7, #)-isogenies from 4
to a product of elliptic curves with the product polarization. Since (7, 7)-isogenies can be

computed efficiently [[17}/5}/49}|15], we obtain the following algorithm.

Algorithm 5.17 (Finding (7, #)-isogenies).
INnruT: A curve C of genus two with non-simple Jacobian variery.

Outpur:  An elliptic factor.

Set n < 2.
Compute the torsion subgroup Jac(C )[n].
For all maximal isotropic subgroups of Jac(C )[n]:
Compute the corresponding (n, n)-isogeny Jac(C) — B.
IfB splits:
Return its elliptic factor.

N SR Wb~

Set n < n+ 1 and go back to Step 2.

For Step 5, see for example [[16]. This algorithm terminates and a bound on its runtime

may be derived from Section5.3.1}

5.3.3 Second method: computing regular differentials

Let C : y* = F(x) be a genus-two curve. Assume that there is an elliptic curve E :
v> = wd+au+band amap C — E given by (v,y) — (u,v) = (f(x,7), g(x,9)) =

(Hix) + 3 /(%) g1 (%) + 7 g(x)). We necessarily have g (x, y)* = f(x, ) +af (x,y)+ b
modulo the equation of C. This implies
P+ Fgl=b+afi+ [} +3/4F
&1 £ 17/ 12 s
2g15,=afy+ 3f12f2 +f23F'

Using the ideas of [20} Section 6.2], we notice that the pushforward of a regular differential of
E has to be regular differential of C and hence a linear combination of dy—x and x;ﬂ This gives:

(1)

{F<zfa’+fa>:2gl<ax+m, o

2/ =2g,(ax + ).

From which, generically, that is, if « # 0, we obtain g, = % for a choice of linear factor

of f/and g; = FLE+A) for a choice of f; such that ax + 3 | F(2f,) + f,). Together with

2(ax+/3)
Equation (1)), this implies deg(f;) = deg(f;) + 3, generically.
We thus obtain the following algorithm.
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Algorithm 5.18 (Exploiting regular differentials).
INPUT: A curve C : y* = F(x) of genus two with non-simple Jacobian variety.
Ourpur: A elliptic factor.
1. Setd < 1.
v2. Letwandr beasin Praposition

2. Forall f, €F,, [x]ofdegreed +3:

3 For all linear factors ¢ of its derivative f) :

4 Forall f, €F o, [x ]ofdegreedsuchtbatt|F 2+ h):
S. Let g, = FRLER) 4 &= t .
6. IfEquation (1)) is satisfied, return the elliptic factor.
7. Setd «—d + 1 and go back to Step 2.

5.4 Supersingular case

The methods of the previous sections apply also to this case with 7z = p, the characteristic
of the base field. It may however be unpractical to compute (p, p )-isogenies. We now provide
an alternative method based on random walk techniques which may also be adapted to other
settings where the isogeny graph has the rapid mixing property.

Proposition 5.19. There is an algorithm that on input two supersingular elliptic curves E| and
E, over ¥, outputs a basis of End(E, x E,) in expected time VP (log p)°W

Proof. From [55| Theorem 8.8], there is an algorithm which finds bases of End(E,) and
End(E,) in time O(,/p). Within that same running time, one can compute an isogeny
@ : E; = E, of degree 2¢ for some ¢ € N in efficient representation (see, for instance, [|55)
Proposition 8.7]; that is simply a baby-step giant-step resolution of the 2-isogeny path problem).
We can ensure that ¢ has cyclic kernel, i.c., it is a non-backtracking path in the 2-isogeny graph
(by greedily pruning backtracking sub-paths).

Then, one can compute in polynomial time a basis of the ideal I = Hom(E,, E;)o ¢ C
End(E, ) as follows. This ideal consists in all endomorphisms « such that deg ¢ divides @ 0 @,
i.e. such that (@ 0 )(E,[2¢]) = 0. Let

I = I1+2 End(E {aeEnd( 1) |2i dividcscxog’p\},
so that [, = End(E,) and I, = I. We compute I, iteratively as follows:
1. Let [, = End(E)).

2. Foreach0<i <e,compute [, | = {0{ el 1097( [2]) = 0} the division 2% bemg
evaluated iteratively by 48| Theorem 3].

We then have a basis of Hom(E,, E;) = (I o ¢)/[dege]. Similarly, we have a basis of
Hom(E,, E,). We conclude from the fact that

End(E, X E,) = < End(£)) Hom(E,, E, >>

Hom(E,, E,) End(E,)
O

Corollary 5.20. Assuming that [19, Hypothesis 1] holds, there is an algorithm that on input
a superspecial Jacobian A over ¥ ,, outputs a basis of End(A) in expected time p(log p )ow
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Proof’ For £ € {2, 3}, assuming that [[19} Hypothesis 1] holds, there is a bound 7 = O (log(p))
such that a random path ¢, : 4 — B, oflength 7 in the (¢, £)-isogeny graph reaches a target B
that is close to uniformly distributed in the set of superspecial abelian surfaces over IF .. Then

B, is a product E; x E, with probability Q(p ™). Therefore, one can find such isogenies ¢,
and ¢, in time p(log p)°® from A to products of elliptic curves B, and B;. One can compute
End(B,) within the claimed running time with Proposition[5.19} and, deduce End(4) with
Proposition|[5.1] O

6 Surfaces with extra automorphisms

When the curve C admits automorphisms other than +id, finding a decomposition of its
Jacobian variety Jac(C') is easier as the following result shows.

Theorem 6.1 ([40| Theorem B]). Let C be a curve and let G be a finite subgroup of the auto-
morphism group Aut(C ) such thar G = H; U ---U H , where the H, s are subgroups of G with
H;NH; = {id} fori # j. Then we have an isogeny

Jac(C)" ™" x Jac(C /G)* NJaC(C/Hl)lﬂl PR XJac(C/Hn)h"

where g = |G|, b, =|H;|and C |G, C [H,,..., C | H, denote the curves obtained by quotienting
C by the subgroups G, H,,..., H respectively.

In the specific case of genus-two curves, we have the more explicit statement below.
Theorem 6.2 ([33| Theorem 2]). Assume that the polynomial f (x) factors completely over the
Sinitefield ¥, i.e.

6

F)=c] J(x-a,)

i=1
witha; €F and a, # a; when i # j. Assume that
(2 —ay)(a, _“6)(ﬂ3 _“5) = (4, _ﬂe)(ﬂl _ﬂs)(ﬂs —ay).
and set

(4, _“3)(42 —ay) (‘11 _“3)(42 _ﬂs)
A=——2"=° 2 === > and
(ay —a3)(a; —ay) s (2 —a3)(a; —as)

0 =c(ay—ay)(a; —ay)(a, —as)(a, — ag).

Assume moreover that there exists a square root of A\(A— ) in the finite field ¥ . Then the Jacobian
of the hyperelliptic curve C : y* = f(x) decomposes over F Y

Jac(C)~E, xE_
where E, and E_ are the elliptic curves defined by the equations

) 9(1—/1)x(x_1)<x_ (l—i)(/z—ﬂﬂx/ﬁ(i—ﬂ)))

pu—1

We now consider each specific case depending on the automorphism group type. For each
such type, Tablc gives the associated family of genus-two curves; see [[14] and (8] for details.
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Aut(C) Family
C, x Cy yr=x—1
S, yr=x>—x
2D, y? =x0—1
Dy, y2=xC+rx3+1
Dy yP=x>+tx’+ux
Vv, 2 =xC+rxt+sx?+1

Table 2: List of genus-two curves with extra automorphisms.

6.1 Automorphism groups admitting a subgroup of type ¥
Except for those with automorphism group C, x Ci, all families in the table above are
specializations of the family of curves

C,, :y2:x6+tx4+5x2+1

over afinite field Fp with p odd. The quotient by the automorphism (x, y) — (—x, y) produces
the degreee-two morphism

¢{ Cl’j——>Ew:1/2:u3+tu2+5u+l
(%, 9) > (u,0) = (x%,p).

The complementary elliptic subcover of degree two is

¢/. { C,,—E,: vV=uwd+sul+rtu+1
(x,9)— (u,0) = (1/x%,y/x?),

which can also be described as the quotient of C, | by the automorphism (x, y) — (—x,—y).
These two covers produce a (2, 2)-isogeny

, Ez,x X Ex,t —)Jac(Ct,S)
=g ¢ 1 (Poc0,Q—c0)— ST R— S R+ > R- S R
REFUP)  Regl(oo)  ReFIQ)  Redl(wo)

whose kernel is contained in (E, | x E, ,)[2]. Write u® +tu*+su+1=(u—a,)(u—a,)(u—

;). Then w3 +su? + tu+1 = (u—L)u— alz)(u - al;) Set P = (+,/2;,0), so that

@ :
¢7'((2,,0)) = P} — 00 + P, — 0o. Under the usual identification of E with its Jacobian
variety, the kernel of ® is

(o0 x oo}U{(ozl.,O)x <ai,o>:ie{1,z,3}}.

Indeed, we have ® ((ai, 0) x (dlt, 0)) =div(x*—«a,)=0.

Remark 6.3. The elliptic curves E, ; and E, , are in general not isogenous to each other.

18



We can now use the results of Section[5.1]to determine the endomorphism ring of Jac(C).

Consider the dual (2, 2)-isogeny ) :Jac(C, ) = E,  x E_,. Itallows us to bound the endo-
morphism ring from above and below as follows

2End(E,  x E,,) c End(Jac(C, ,)) %End (E,, xE,,)

where the inclusions are given by the maps:

20— dodod

End(Jac(C,,))— 1End(E,  xE,,)
@ —> %5 ogo [}

{z End(E, x E, ;) — Jac(C, )

In order to finally identify End(Jac(C iy )) among orders which satisfy those bounds, we

check which elements %gﬁ IS % End (EM X Es,t) can be written as %6 o @ o ®, that is, when
¢ = @ opod,

6.2

Automorphism type C, x Cj

To conclude this section, we focus on the remaining case of the curve C : yz =x>—1
defined over a finite field IFP with p #2,5.

We clearly have the inclusion Z[{S] € End(Jac(C)). In the simple case, that is, when p
is totally split in Z[ ], this is an equality. In the non-simple case, we can use the results of
Sectionsince thanks to [[72| Theorem 1.2] we do know the p-rank and the 2-number of

the Jacobian variety.
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