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Given an elliptic curve E defined over a finite field F,
and a prime ¢, we now set to enumerate all subgroups
K of E of order ¢ which satisfy the conditions of Theo-
rem 1. In other words, we are looking for subgroups K
defined over F, that have no nontrivial point defined
over g2

Any such subgroup K is stable under the involution
of multiplication by —1 and is thus completely deter-
mined by the set H of z-coordinates of its nontriv-
ial points, and therefore also by its kernel polynomial
pr(2) = [laen(z—
{ is prime, all nontrivial points of K generate all others.

«) which is of degree %. Now, as

Therefore we have a factorization

pr(z) = fi(x)fa(x) - feor(2)

into irreducible factors fi(z) € Fylz] of degree d =
deg (I,
of K.

Recall that multiplication-by-k is an algebraic map
on E:

P = (z,y)— [k]P = <

(xp)/F,) where P may be any nontrivial point

Pr(x) wk(l‘,y)>
()’ Pr(x)?

where the polynomials ¢y, ¥, and wy are efficiently
computable. It follows that px (z) divides the so-called
(-division polynomial ¢y (x). Factoring 1,(x) over Fg|[x]
is a classic computational task and it remains to iden-
tify which of its irreducible factors give polynomials

pk (z) corresponding to suitable subgroups K.

B 2. Let f(z) be a degree-d irreducible factor of

Ye(x), and let T be an integer of order exactly d in

F)/{£1}.
conditions of Theorem 1 such that f(x) divides px(x)
if and only if

/() om0

In that case, the other irreducible factors of pi(x) can

be obtained as ged (Ye(x), g, () where

9o () = resy (F(), bu(2) = Yu(@)*y)

for integers w representative of classes of F, {1}/ pa.

There exists a subgroup K satisfying the

SEBA. As above, let K be a subgroup satisfying the
conditions of Theorem 1, and denote by ¢ its order and
by d the degree of the field extension where its points
are defined. The set H of xz-coordinates of its non-

trivial points forms a principal homogeneous space for



F;/{£1} where A\ € F/ acts by zp + zyp. The
Frobenius automorphism 7 of Fa /F, stabilizes K and
thus acts as an element A\, which satisfies A\ = 1.
Besides, since 7 leaves each irreducible factor f;(x) of
pi(x) invariant, we find that A\, must be a primitive
d'" root of unity. Therefore, the group Gal(Fa /F,) em-
beds in F, /{£1} as pq and its action partitions H into
ez;d1 orbits of length d, each consisting of the roots of
an irreducible factor f;. In particular, if zp is a root of
fi, s0is x(;)p for any 7 € F; such that 7% = 1. Writing
the multiplication-by-7 map with rational fractions, we
obtain that roots of f;(z) are also roots of f; (5:((;)2 ),
which proves the “only if” part.

Other irreducible factors of px(x) then correspond
to other orbits of H; they are obtained through the
map zp — zpp for w in F)/{£1}/ps. To compute
this efficiently, note that g, = fo(xq — z(,¢; for each
P € K there are w points @ such that [w]@ = P only
one of which lies in K. The others have order fw and
are eliminated by taking the ged with ¥, (z).

Conversely, let f(z) be a degree-d irreducible factor
of 1y(x) of which the roots are stable under the map

xp +— z[;jp. The polynomial

p@)= ] = sed(te(@), gu(x))

WEF) /{£1}/pa

vanishes at the z-coordinates of all multiples of P. It

is stable under 7 so K is rational. O
Putting the above together we obtain Algorithm 1.

EI8 3. Heuristically, Algorithm 1 runs in 6(63 log(q)?)

time.

SERA. Step 1 computes the division polynomial ¢ (z) €
F,[z] which is of degree 627_1. Using the formulas of
[16, page 200] and an asymptotically fast method for
polynomial multiplication, this takes quasi linear time
in the output: O(£?log(q)).

In order to find the irreducible factors of degree d <
% of ¢¢(x) we use ideas from the Cantor—Zassenhaus

algorithm: first we evaluate

L G it
ged (wg(x), zd — x)

which is the product of all such factors; then we isolate

those factors by iteratively splitting r(x) as

r(z)

r(z) = g(z)——= where g(z)=ged (r(a:%h(x) qul)

9()

Algorithm 1 Compute kernel polynomials satisfying

Theorem 1.

Input: an elliptic curve E/F; with ¢ = p*, p # 2,3,
and a prime ¢ ¢ {2,3,p}.

Output: the list £ of all kernel polynomials of /-

isogenies satisfying the conditions of Theorem 1.

compute the (-division polynomial 1 (z) of E/F,.

let w denote a generator of F'.

initialize .Z to the empty list.

for each positive divisor d of 6_71 other than 1 do

compute the set .# of degree-d irreducible fac-
tors of ¥y (x).
6: let 7 be the smallest positive integer such that
7 = £w's mod L.

7: while .7 is not empty do

8: remove the first element from .# and call it
f.

9: if f (f&%é) # 0 mod f(z) then

10: continue to the next iteration.

11: end if

12: let k < f.

13: formzltog_—dl—ldo

14: let € be the smallest positive integer such
that £ = +w™ mod /.

15: let g(x) < resy (f(y), de(x) — ve(x)?y).

16: let g(x) < monic (ged(¢e(x), g(x))).

17 let k< g-k.

18: remove g(x) from .%.

19: end for

20: add k(z) to the list .Z.

21: end while

22: end for

23: return .Z.

with h(z) drawn uniformly at random from F,[z]/(r(z)).
Evaluating such expressions boils down to computing
O(q")-powers in F,[x]/(r(z)) which, since r(z) has de-
gree O(£2), gives an asymptotic complexity of O(£3 log(q)?)
for Step 4. O

4 ERFEHOHE

We now turn to our main algorithm. First recall that
isomorphism classes of elliptic curves can be uniquely
identified by their j-invariant. Under this map, pairs of
l-isogenous elliptic curves (F, E') are completely char-
acterized by the equality ®,(j(E),j(E’)) = 0 where
®,(X,Y) denotes the {-modular polynomial. Thus, to



Algorithm 2 Compute permutation rational func-

tions.
Input: a prime power ¢ = p® with p # 2,3 and a

prime ¢ ¢ {2, 3,p}.
Output: permutation rational functions of degree ¢

over F,.

1: compute the reduction to F,[X] of the {-modular
polynomial &,(X,Y).

2: loop

3: repeat

4: draw an element j € F, uniformly at ran-
dom.

5: until the polynomial ®,(X, j) has at least one
root.

6: let E/F, denote an elliptic curve with j-
invariant j.

7: for each polynomial f(z) output by Algo-
rithm 1 do

8: compute the isogeny ¢ with kernel polyno-
mial f(z) using Kohel’s formula.

9: return its z-coordinate map u,.

10: end for

11: end loop

select a rational f-isogeny E — E’, we simply draw
J(E) uniformly at random from F, until ®,(X,j(E))
has a root.

For all suitable kernel polynomials f(z) found by Al-
gorithm 1, we output the corresponding isogeny map
derived using Kohel’s formula [11, Section 2.4]. This
gives Algorithm 2.

E® 4. Heuristically, Algorithm 2 runs in O(£3log(q)?)

time.

EIEEA. Step 1 uses the method of [2] to compute the
modular polynomial in O(£3log(q)) operations. For
Step 7 we refer to Algorithm 1. Finally, the complexity
of Step 8 is quasi linear in its input.

To conclude the proof, we only need to show that the
average number of loop iterations is bounded. First
consider the innermost loop. The probability that a
random j-invariant satisfies the condition in Step 5 is
exactly that of the corresponding elliptic curve E hav-

ing a rational degree-¢ isogeny. Assuming the curve is

ordinary, which only disregards finitely many j-invariants,

the so-called volcano structure [11, 5] implies that, if
the discriminant A(E) is a nonzero square modulo ¢,

then E has {-maximal endomorphism ring and is con-

nected to other such curves by a cycle of ¢-isogenies.
Therefore the probability that we so obtain a ratio-
nal isogeny is l;—; under the heuristic assumption that
A(FE) behaves modulo ¢ as a random integer.

The outermost loop is executed as many times as we
require rational isogenies before the kernel of one ad-
mits no nontrivial rational point. Recall that the mod-
ular curves Xo(¢) and X;(¢) essentially parametrize
pairs (E, K) where K is an order-¢ subgroup of the
elliptic curve E, and pairs (E, P) where P is an order-
£ point of E, respectively. Since X;(¢) — Xp(¢) is a
cyclic Galois cover of degree ‘]_71, Chebotarev’s den-
sity theorem shows that the image of X;(¢)(F,) —
Xo(0)(F,) has density ;2 +O(¢g~'/?). Thus, if (E, K)
is uniformly distributed, the probability that all points

2

of K lie in F, converges to ;5.

admits a rational subgroup K of order ¢, the proba-

In particular, if E

bility that one such subgroup does not have nontrivial
F,-points is asymptotically 1 — %.

We conclude that the overall success probability of
an iteration is at least 2 (1 — 2;) = 52 up to the
O(q_l/ 2) error term, hence the expected number of it-

erations is less than about % <5. O

To illustrate our algorithm, take ¢ = 257 and ¢ = 5.
For j = 7, we find that ®,(X, j) has two roots in F,,.
Thus, any elliptic curve E with j(F) = 7 is the domain
of two rational degree-¢ isogenies; we take F : y? =
23 + 161z 4 109, with /-division polynomial

Yo(z) = (x + 58) - (x + 106) - (2% + 153z + 175)-
(x* + 732 4+ 11722 + 9z + 213).
(z* + 12423 + 17022 + 160z + 20).

Its third irreducible factor has degree Z_Tl and is thus
the kernel polynomial of a degree-f isogeny with no
rational kernel point. The z-coordinate map of that
isogeny is
2® 4 306" 4 762° 4+ 19222 4 223z + 172
2% + 4923 + 11522 + 94z + 42

and one can easily verify that this rational fraction does

indeed map I, bijectively to itself.

Table 1 reports on running times for a simple PARI/GP
[12] implementation of Algorithm 2 on a single core of
an Intel Core i7-4770 CPU clocked at 3.40GHz.

5 ZELFAZE#RDER

Using the algorithm of the previous section, one can

obtain a permutation rational function analogue of the



#% 1: Running time in seconds for Algorithm 2.

q= 2127 1 [ 235 —19 [ 2511 — 187 [ 21023 — 361
=13 0.12 0.24 0.74 2.69
=23 0.76 1.21 3.29 11.88
£=37 3.50 6.86 19.52 50.71
£=59 22.46 35.42 107.75 292.65

RSA trapdoor permutation. Indeed, consider an RSA
modulus N = p-q. With the knowledge of the factoriza-
tion of N, one can efficiently generate permutation ra-
tional functions u = a/b € F(z) and v = ¢/d € Fy(z)
of the same prime degree ¢, and use the Chinese Re-
mainder Theorem to deduce polynomials r, s € Z[z] of
degree at most ¢ with coefficients in (—N/2, N/2) such
that . = r/s mod p and v = r/s mod q.

The function  — r(x)/s(x) mod N is then a permu-
tation of Z/NZ which is easy to invert with the knowl-
edge of the factorization of N (simply reduce modulo p
and ¢ and use an algorithm like Berlekamp or Cantor—
Zassenhaus to invert u and v). However, it seems hard
to invert it otherwise.

This construction is somewhat less efficient in terms
of public key size and evaluation efficiency than the
RSA trapdoor permutation, but it seems to resist cer-
tain types of attacks better: for example, there are no
obvious malleability properties, which should thwart
most types of blinding attacks or related message at-
tacks [1].

On the other hand, the security analysis is not en-
tirely straightforward. Publishing r and s could reveal
some information on the factorization of IV, since its
factors belong to the (presumably sparse!) set of primes
po such that Ar+ pus has exactly one root modulo pg for
all integers A, i, A coprime to N. For example, if many
values of (A, ) provided congruence conditions on py,
one might be able to recover p and ¢ using the Chinese
Remainder Theorem. In practice, however, the polyno-
mial Ar+ ps € Z[z] will typically have Galois group S,
and so one presumably cannot hope to obtain a really
effective description of the set of primes at which it has

a root.

6 &b

We have seen that generating permutation rational
functions, or exceptional covers of genus zero of the
projective line, could be done quite practically using

elliptic curve isogenies, even over finite fields of crypto-

graphic size. The covers we obtain with our algorithms
are (up to conjugation by linear fractional transforma-
tions) exactly the exceptional involution covers defined
by Fried in [6, §3.2]. Since the classification of genus-
zero exceptional covers of the projective line has been
given by Guralnick et al. [8], one could ask how to ef-
fectively generate permutation rational functions from
the remaining families.

Perhaps more importantly, one important open ques-
tion related to this work is the construction of higher-
genus exceptional covers of the projective line. At least
for covers with dihedral monodromy, Fried mentions
an interpretation in terms of moduli spaces of higher-
genus hyperelliptic curves which may lead to a similar
algorithm using isogenies of higher-dimensional abelian
varieties.

Finally, an intriguing, if somewhat theoretical, ques-
tion is the proper security analysis of the trapdoor per-

mutation described in §5.
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